TEXHUYECKO CbOTBETCTBUE
eprmacno TEXHUYECKA CIIEIIM®UKALUS (ITpuaoxenne 1)

3a ,,JI0cTABKA HA ,,on-premises* codpTyep 3a CHENHATHIMPAHO BUPTYATHO YCTPOHCTBO 32 3aIMTA HA
nuMeitI-Tpadguka u GUITPHPAHE HA ChIAbPKAHUETO

INpennaranust copryep F-Secure Messaging Security Gateway, Protection Bundle otrosaps Ha
CJIe/IHUTE MUHUMATHUA U3UCKBAHUS:

Bb3mM0oKHOCTH
OnepauyoHHa CrabwiHa U 3alUTeHa OrNepalioHHa Jla, moKpuBa U3UCKBAHETO.
cucrema cucrema Ha Oaszara Ha Linux.
daiinoBa cucrema ®aiinoBa cucTEMa, Ch3AaJeHa U Jla, nOKpHBa N3UCKBAHETO.
ONTHMH3UpaHa 3a paboTa ¢ OnamKu OT
CHOOLLEHHUS.
Mail Transport Sendmail Jla, MOKpUBa H3UCKBAHETO.
Agents (MTA)
EnHOBpeMEHHH 10 000 ¢ quHAMUYHA OTALLIKa 3a BCEKH Jla, moxpuBa U3UCKBAHETO.
SMTP Bpb3KH 3aIMTEH JOMEHH.

AnTuBapycer Momyn | C MUHMMYM TpH CKaHMpAIM yCTpOHCTBa, | Jla, MOKpHBA H3UCKBAHETO.
3al[MTa CPelly HOBOIOSBHIIM CE 3alljlaxu
(Zero Hour Module) u ckanupane Ha
npukadeHu gaitnose.

[onnbpxanu umeitn | Microsoft Outlook 2010, 2013, 2016; Jla, MOKpHUBa H3UCKBAHETO.
KJIHEHTH Windows Live Mail (Windows 7);

Mozilla Thunderbird 31; Lotus Notes 8.0,

8.5.
[Tonbpxanu Microsoft Outlook Web Access 2010, Jla, moKpuBa U3HCKBAHETO.

yé6meﬁn KJIMEHTH 2013, 2016; Lotus iNotes 7.0.2,
8.5; Messenger Express; Gmail, Hotmail,

and Yahoo Mail;
Wmnoprupane Ha Unrerpanus c: LDAP; Microsoft Active | [la, mokpuBa H3MCKBAHETO.
noTpeOuTeH Directory; Microsoft Exchange Server

2013, 2016; MmMnoprupane ot daii.
3ammTa cpeuty Kounrtpon vHa SMTP cecusita u Jla, moKpuBa U3MCKBAHHATA.
Denial of Service OrpaHMYaBaHe Ha NOTPEOUTENICKHS

tpaduk (10 HUBO MOIyYare);
OleHKa Ha peryTauaTa B 3aBUCHMOCT OT
IP anpeca / obnactra, JIOMEHH U e-MEHI.

3anmra cpery BB3MOXKHOCT 3a MpeaocTaBsHe Ha Jla, moKpuBa H3UCKBAHETO.
W3THYAHE Ha JIaHHH uHTerpupana Data Loss Prevention (DLP)
(GYHKUHOHAIHOCT ¥ KPUIITHPAHEe Ha
noBepuTeaHara HHPopMaus, Taka ue Ts
J1a He Harycka (U3NYECKH paMKUTe Ha

OpraHu3anusTa.

3amuTa cpeiy Wnentudukanus Ha HEBAIM/HHA Jla, noKpuBa M3UCKBAHUATA.
Directory Harvest l OJTyYaTellu; ;

Attack ,.SMTP conversational bounce” 3a

| HEBAJIMHHU I10JIy4YaTCIIH,

3ammura ot ,,Non-Delivery Report
| Attack™;

KouTpoa Ha MaKCUMAaJIHHUS Opoit )




,bounces” 3a yac nopajiu HEBaJIUIHH €-
Meitn nosy4arenu, Ha 6a3a Ha OLICHKA Ha
penyTauusTa Ha U3nparaya.

KonTtpon Ha
BXOJISIIIMAS ¥
n3xonAMs TpaduK

CKaanaHe U KOHTPOJI Ha BXOAAIIHS 1

M3XOMANIMSA Tpad¥K OT €HO yCTPOHUCTBO.

l[a, MOKpHBA U3UCKBAHETO.

[Topnppixane Ha
MHOX€ECTBO OT

MuoxecTBo noMeiHu 3a exuH [P anpec
WM MHOXKECTBO JIoMeiiHu ¢ pasiuanu [P

Jla, moOKpHBa H3UCKBAHETO.

JIOMEHHHI aJipecu BbPXY €AMHUYHO yCTPOHCTBO.

VYnpasieHue Ha 3a equHUYEH noTpebuTen, Ha 6asara Ha Jla, moKpuBa M3UCKBAHUATA.
noTpeOuTeNICKUTE aJipeca Ha W3Ipalaya, nojayyaress,

[IOJINTHKH

nomeiin, wm LDAP-rpymna.

EauHuded Meii1 0 MHOXXECTBO
ToJTydareiu ja Moxe Jia Obze
00paboTBaH ¢ pasJIMYHH MO THKH,
BB3MOXXHOCT 3a FTeHepHpaHe Ha CripaBKa
3a BCHYKH IIPUIIOKEHO NMOTPEOUTEIICKH
MTOJIMTHKH.

ITouTHKH 3a OLIEHKA
Ha M3Mpamaya

Yepuu crucbi 1o IP, jomeiid 1
‘ penyrauus (blacklists);
Benu criucwum no 1P, nomelH u
pemyTauust (whitelist); - M3nonssane Ha
nombaauTenan Real-Time Black List
(RBL) cniucbum,
[TpoBepka Ha MMEMIMTE HA U3Mpallaya u
ToJTydareis 3a MPUCHCTBUE B
neunupany 6enH U YepHH CIUCHLM.

Jla, moKpuBa U3UCKBAHUSATA.

JleTailiHu Mei
noymtuky (Fine
granularity)

[TonuTHKH 3a W3npainiada, Ha 6azara Ha:
Makcumanen 6poit cboOImeHns Ha
l BPB3Ka;
3ajaBaHe Ha MaKCUMaJieH Opoit
l NOJTy4aTelia;

3ajaBaHe HA MAKCUMAJIEH pasMep Ha
l CHOOIIEHUE;
3ajaBane Ha MakcUMaseH Opoi
KOHKypeHTHH cecuH 3a P anpec; -
BB3MOXKHOCT 3a HacTpoiika Ha TLS
KpHITHPAHE;
B3MOKHOCT 3a HacTpoiika Ha SMTP
ABTEHTHKAIIHS.

Jla, MOKpHBa U3UCKBAHHATA.

OunrpupaHe Ha
npuKadeHu (ainose

~Tun na ¢daiina (file type);
HMwme na ¢aiina (file name);

Pasmmpenue Ha daiina (file extension); -
I MIME type.

dunTpupane Ha IpuKkadenu daiinose mo:

IIa, INOKpHBa HU3UCKBAHUATA.




Kapantuna

KapanTrHa, KOSTO C€ ChbXpaHsBa Ha
CaMOTO YCTPOMCTBO,

BB3MOXHOCT BCEKH NOTpedUTEN Na
noJiyyaBa MepUOANYHU M3BECTHS I10 e-
mail OTHOCHO KapaHTHHHUPAHHUTE
CHOOIIEHHS, aPECUPaHH JI0 HErO U
BB3MOXKHOCT 32 OCBOOOX/1aBaHE OT
KapaHTHHaTa WM JOKJIaJBaHe 3a Criam
WM CUT'YpEeH H3rnpaniad (nepcoHaiHu
OeJId ¥ YEPHH CIIUCHIH).

,[[a, INMOKpHBA U3UCKBAHUATA.

KoHTpon Ha nocTeia
JI0 KapaHTUHHATa
30Ha

KonTpos Ha 1ocThIa 10 06macT ot

l KapaHTHUHara,

KoHTpoJ Ha MOTPEOUTENICKO UME U
napoJia Ha KapaHTHHHUTE 30HH, TaKa 4e
pasnMYHUTE KAPAaHTUHHHM 30HHM 1a Obaar
JIOCTHITBAHH CaMO OT OTOPU3UPaH
nepcoHall.

Jla, moxpuBa H3UCKBAHUATA.

Omniuu 3a TEPCEHE HA
CKaHHpPaHH
ChOOIICHUS

[To [oJIyyareji, u3npamayd Wik 9act OT
KOHTEKCTa Ha ChOOIIEHUETO.

Jla, moKpuBa U3UCKBAHETO.

['enepupane Ha
CTaTUCTUKH B PEATHO
BpeMe

Bpoii Ha reHepUpaHKUTE CTATUCTUKHU, HO
He no-MairsK oT 40.

Jla, moKpuBa U3UCKBAHETO.

Joxmanu Bon3moxkHocT 3a web-publishing, Jla, nOKpHBa U3UCKBAHETO.
u3Ipaliane mo e-mail WK eKCropTHpaHe.
AHTH-CTIaM Camo-o0yyaBaia ce TEXHOJIOTUs OT Jla, moKpuBa U3UCKBAHUATA.

53

TPETO MOKOJIEHHE C aHaJIM3 Ha [oBeYe OT
1.000.000 arpubyTa; - 3amMTHA CTEHA 32
umeiin tpaduka;

AHTH cliaM Ha JIB€ HUBA - IPEBAHTUBHO H

peakTuBHO Ha Oa3zara Ha Database
Reputation Filters;

®unrpupane Ha 6asara Ha pemyranus (IP
Ha U3MpaIiada/1oMeiH);

TexHoJIOrMs 3a 3aCHYaHE B 3aBUCUMOCT
OT KOHTEKCTA Ha ChOOLICHUETO;
TexHonorus 3a aganTHBHO caMoo0ydyeHue
3a TOYEH aHaJIU3 Ha ChABPIKAHUETO,
Msnonssane Ha smart-identifiers 3a
AJITOPUTMUYHH NTPOBEPKH; - Hanuune Ha
yIpaBISieMH PEYHUIH — Npefe(uHIpany
1 00HOBsIEMU OMOJIMOTEKH, BKIIFOYUTEITHO
¥ OCBINECTBSABAaHE HA POBEPKA 3a
CIIa3BaHETO HA PEryJIaTOPHU H3UCKBAHHS,
BB3MOXHOCT 3a 3aIUTa HA JUTMTATHUTE
akTuBH 4ype3 QpyHkims document
fingerprinting (3amuTa OT U3THYAHE HA
JIAaHHH )}

3amTa ot ,,zero-day* araku;
[IpocnensiBane Ha ,,zero-day* QpUIIMHT
choOmeHus; - Gunrpupane Ha BXOAAIIA
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¥ M3xoasma noma; - E¢pexruBHOCT OT
MUHEMYM 99,5%.

[TpeBaHTHBHA 3a1KMTa
oT

BHpYCH — ,,Virus

[IpeBaHTHBHA 3aIIMTa OT BUPYCHU
eKCIUI03uu Ha 6a3ara Ha HEHOPMAJIHO
yBeJIMYEHHE Ha e-MEHIH ChC CrenupuIHH

Jla, TOKpHBa U3HUCKBAHETO.

Outbreak Filter” npuxadeny ¢aitiose (attachments).

OO6HoBsIBaHE ABTOMaTHYHO 0OHOBsBaHE Ha codTyepa u | Jla, MOKpHBa U3HCKBAHETO.
CHUTHATYpPHUTE.

[Tonuruku - Munumases 6poit Ha Jla, MOKpuBa H3UCKBAHHATA.

npeeUHUPAHUTE TUIIOBE MOJIUTHKH
—20; - Bp3aMOXKXHOCT 3a 3aJlaBaHE Ha
OT/ICJIHH TIOJIUTHKH 3@ pa3InuHH
KaTeropHH, BKJIIOUUTEIIHO U HAJIMYHE
Ha OTAEJIHM KapaHTHHH - Spam,

Virus, Bulk u ap.;

dyuxnus ,self-remediation na 6asa Ha
peryTarus;

['panynapHy U KOHQHUIYpUPYEMH
TMOJIMTHKK 33 QUIIMHT CHOOIIEHUS,
BKJTIOUMTEJIHO U HAJIMYHE HA OTAETHA
KapaHTHHA 3a TAX;

3anaBane Ha noyuTUKY ¢ [P anpec Ha
I u3Ipanaya;

3ajiaBaHe Ha MOJHUTHKH ¢ hostname Ha
U3Ipanaya,

3ajiaBaHe Ha MOJMTHKY ¢ JoKaieH [P
azipec;

-3anaBane Ha nomuTukU ¢ Country code;
3aaBaHe Ha IMOJMTHKY MO-H3Ipaniay Hiin
rpymna oT u3npaiiaqu;

3ajiaBade Ha MOJUTUKH MO-I10JIydarest
WK TpyIia OT MoJIydaTeiu; -
BB3MOXHOCT 32 KOMOMHHpaHe Ha
yCJIOBHUSTA 32 3a/1aBaHE HA MOJIUTHKH;

Ila, MMOKpHBa U3UCKBAHHUATA.




BB3MOXKHOCT 3a Je(HHUPaHE Ha
cKkaHMpaHus TpadHK W3XOIAIYBXOISILL,
caMo M3XOJISAII HJTH CaMO BXOJSILI.

Texnuuecka Texuuyeckara MOAIPHIKKA 1A CE Jla, moxpuBa U3UCKBAHETO.
NOUIPBXKKA OCHTypsiBa OT CepTU(UIMpPaH CICIHATUCT
3a paboTa ¢ mpeIaraHoTo BUPTYaIHO
yCTPOMCTBO C BpEME 32 PeaKIus MpH
BB3HMKHAJ IPOOJIEM B PAMKHTE Ha 24.

Kpunrorapcku Brpanena TLS nomipbixka Jla, moKpuBa H3UCKBAHETO.

IIPOTOKOJI

CBHBMECTUMOCT CwBmectuMmocT ¢ Microsoft Exchange Jla, moxpuBa U3UCKBAHETO.
2013 u 2016 1 BCeKH THII 3alIMTHA CTEHA.

OTnajneyeH J0CThII Jocrsn no HTTPS (web-konzona) u Jla, moKpuBa H3MCKBAHETO.
SSH.

BB3MOXKHOCT 3a JlnarsocTika oT Web-konsona, nperiext | Jla, nokpuBa H3HCKBaHETO.

JIMarHOCTHKA Ha Jjior (ailyioBe, eKCOpTHPAHEe Ha
JMarHoCTU4eH (aii.
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" Coabprkanue Ha JMICH3HOHHHS NAKeT
Bun Ha JuneHsa bpoii

T

1. | Eqnoroxumien JmieH3 Ha 6a3a nomeHcKa KyTus, BKIIFOYBalll TeXHHUYECKa MOIPHKKA. 3000

, Caunopruso EOO/] e npeiocTaBy Bb3MOXHOCT 32 HHCTAIMPAHE Ha codryepa B crpanara na JIAEY
: ?on-premises”/.
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I'p. Codus




